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The Director of Central Intelligence

Washingon 0. C 20505

5 August 1982

MEMORANDUM FOR: Members, Senior Interagency Group-Intelligence
SUBJECT: SIG-I Directive No. 1

REFERENCE : " Memo from Director, Intelligence Community Staff to Members,
Ad Hoc Working Group, 28 July 1982, subject: Implementation
of Action Plan Tabled at 12 July 1982 SIG-I Meeting

1. I have decided to issue the attached SIG-1 Directive Ne. 1 after
having reviewed Community responses to the draft Directive whicn was
circulated via reference. In most cases, consultation with senior officials
resulted in concurrences with only minor changes in language. Those have been
incorporated? The Deputy Under Secretary of Defense (Policy), however,
suggested two significant changes:

a. Membership on the two IGs (IG/CI and IG/CM) for representatives
of each of the three Military Services--Army, Navy, and Air Force; and

b. Chairmanship of the .IG/CM by the representative of the Secretary
of Defense.

2. I have concurred in the rationale for the changes and have
incorporated General Stilwell's suggestions in the text of the directive,
along with additional procedural guidance for the IG structure:

a. There will not be a formal voting procedure among members of the
IGs. The IGs are Working Groups developing policy positions and
reporting to the SIG-I. In reaching IG consensus on views, the
representat1ve of the Secretary of Defense is charged to represent the
consensus views of the Military Serv1ces as part of the Department of
Defense position.

b. The chairmen of the IG/CI and IG/CM are responsible to the
Chairman of the SIG-I. o

3. The national structure in the attached directive gives us the
opportunity to obtain policy decision$ for which no policy mechanism now
exists, and to resolve departmental cr agency differences having significant
adverse national security consequences. The President desires an improved
counterintelligence=countermeasure posture against the hostile intelligence
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threat, and I believe this structure provides the opportunity to meet his
gesire.

4. 1 would appreciate early identification of the designees for chairmen .
and members of the 1G/CI and IG/CM so that arrangements can be made Tor the
IGs to meet and commence activities soon. Please provide this information to

| | STAT
W fos,
Wi amJ.Cas/ 7
Chairman ,
Senior Interagency Group-Intelligence
Attachment:
SIG-1 Directive No. 1
&

-
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S August 1982

SENTOR INTERAGENCY GROUP-INTELLIGENCE

DIRECTIVE NO. 1

SUBJECT: Counterintelligence and Countermeasure Responsibilities of the SIG-I
and Subordinate Interagency Groups

A 1. The counterintelligence and countermeasure responsibilities of the .
SIG-T and the structure and responsibilities of subordinate Interagency Groups
(IGs) are set forth below pursuant to the authorities in NSDD-2, "National
Security Council Structure," dated 12 January 1982 and my duties zs Chairman
of the SIG-I.

2.. The SIG-1 is responsible, under the general asgis of the National
Security Cduncil, for national policy to protect the United States 2gainst the
total foreign intelligence threat by mesans of counterintelligence (CI) and
other countermeasures (CM), including protective security but excluding
counterterrorism, which is the responsibility of the Interdepartmental Group
on Terrorism (IG/T) established by NSDD-30 and chzired by a representztive of
the Secretary of State. Specific CI and CM responsibilities of the SIG-1
include those set forth in subparagraphs 4-7 of Section V(C) of NSDD-2. To
assist the SIG-1 in its CI and CM work, two IGs are established, with the
chairmen responsible to the Chairman of the SIG-I. The IGs are Working Groups
developing policy positions and reporting to the SIG-I. There will not be &
formal voting procedure among members of the 16s. In reaching 1G consensus on
views, the representative of the Secretery of Defense is charged to represent
the consensus views of the Military Services as part of the Depariment of
Defense position.

a. An IG/CI cheired by the Director, FBI or his representative is

: established responsible for national counterintelligence policy under
the 51G-1, including counterespionage and the countering of "active
measures.” Membership will consist of one representative of each
SIG-1 member; of the Director, FBI; of the Director, NSA; and of each
of the three Military Services--Army, Navy, and Air Force.
Representetives of other Departments, Agencies, and Committees with
responsibility for specific metters to be considered may attend
meetings by invitetion of the Chaigman.
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b.  An 1G/CM chaired by the Deputy Secretary of Defense or his
representative is established responsible for all other national
countermeasure policy under the SIG-I, including countermeasures.
against technical threats such as SIGINT and imagery; and protective
security.measures including personnel, physical, information,
document, industrial, computer, communications, and operations
security. The functions of the 1G/CM in the aforementioned areas,
however, shall not affect, displace or otherwise be inconsistent with
the responsibilities assigned any department or agency head, or those
assigned any other interagency body by law, Executive order or
Presidential directive. Membership will consist of one
representative of each SIG-1 member; of the Director, FBI; of the
Director, NSA; and of each of the three Military Services~-Army, Navy
and Air Force. Representatives of other Departments, Agencies, and -
Committees with responsibility for specific matters to be considered
may attend by invitation of the Chairman. -

3. The interagency-staffed Community Counterintelligence Staff (CCIS) of
the Intelligence Comunity Staff (ICS) will serve as the permanent secretariat
for and provide staff support to the IG/CI and the I1G/CM under the Director,
ICS, who is Executive Secretary of the SIG-I. ICS/CCIS will be responsible
for preparation for the NSC/SIG-I of an overall annual assessment, required by
NSDD-Z, of the relative threat to U.S. interests from intelligence and
security services of foreign powers, and of the effectiveness of. U.S.
counterintelligence and other countermeasure activities. (The NSDD-30
mechanism of the 1G/T and the Interagency Intelligence Committee on Terrorism
will be used for preparation of a required overall annual assessment of the
reletive threat to U.S. interests from international terrorist activities, and
en assessment of the effectiveness of U.S. counterterrorism activities.)

4. Matters for which SIG-I1 action is sought will normally first be
eddressed by the appropriate 16 and referred vie the Secretariat. However, at
the discretion of the SIG-I principals, z proposal may be brought directly to .
the Group through the Executive Secretary or his designee.

5. In cerrying out its CI and CM responsibilities, the SIG-I and its
subcrdinate IG/CI and 1G/CM will serve as the national-level authority within
the txecutive Branch under the NSC and the President. Matters which can be
hancled adequately at lower levels do net need tc be brought to the SIG-I and
its IGs. The objective is to avoid layering while providing a national
policy/decision mechanism where none now exists. This mechanism can zlso be
used to raise and resolve departmental or agency differences having
sicnificant adverse national security: consequences.

6. AsS their first tesks, the IG/CI and IG/CM will review the
recomencetions of the March 1982 netionel threzt.and countermeasure
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assessment, and the possibilities for enhancement of the nationai CI/cm effo?t
recommended in the July 1982 study, "Capabilities Against the Hostile . .
Intelligence Threat, 1983-1988." Within the general framework set forth in my
15 July 1982 letter to the President forwarding the study, the IG reviews '
shculd develop for early SIG-1 consideration and action:

2. A selected and prioritized listing of new policy and legal measure§ |
and i -

b. A selected and prioritized listing of resource enhancements for
detailed Tollow up by program managers under budgetary procedures.

Those enhancements falling within the NFIP which are most criticel and cost-

effgctive will receive direct support. Those outside of the NFIP will be
monitored and supported separately in their own resource acquisition

mechanisms.
Wi am J. Casey /7,

Chairman
Senior Interagency Group-Artelligence
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C/CCIS/ICS s dmf | | (D/1CS-0541-82)

- Office of the Vice President

- Assistant to the President for National Security Affairs

- Deputy Secretary of State

- Deputy Secretary of Defense

- Chairman, Joint Chiefs of Staff

- Director, FBI ~

- Directecr, NSA .

- Attaorney General"

- Mary C. Lawton, Counsel for Intelligence Policy, Dept. of Justice

- Edward J. 0'Malley, Assistant Director, Intelligence Division, FBI

- James Nolan, Deputy Assistant Director, Intelligence Division, FBI

- Deputy Under Secretary of Defense (Policy)

- Britt Snider, Director, Counterintelligence and Security Policy, ODUSD(P)
- | Q-4, National Security Agency

- Director, DIA

- \Chief, Counterintelligence Division, DIA

- Hugh Montgomery, Director, INR, State

- George Sherry, Director, Office of Intelligence Coordination/INR, State
- Kenneth DeGraffenreid, NSC Staff

- Director, OMB
Chairman, PFIAB
- DDCI

- Ex. Dir.

- General Counsel
- DDO

- C/CI Staff/DDO
- DDI

| DDI/CRES/FIC Group
Chairman, TTIC i
- Chairman, COMEX
- DDS&T
- DDA
- D/0S
- D/0C
- D/0C/COMSEC
- D/ICS
- D/OCC/ICS
- Chairman, NFIB/NFIC
- Chairman, SECOM
{ ‘ ICS/0PBC .
1 - ER A
1 - ICS Registry
(1) - CCIS subject
1 - CCIS chrono
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LNFORMATION

“““ HMORANDUM FOR THE VICE PRESIZEN
THE SECPETARY OF
THE SECRETARY OF
THE SECRETARY CF
TAE ATTORNEZY GZINE:
THE S""DC”\DV or
COUNSELLOR TO 7Td=
THE DIRECTOR, Of'F

AND BUDGET

THE DIRECTOR OF CE

UNITED STATES REP
. UNITED NATIOIS

L1-3000¢

HOUSE

January 13, l9g2

f)\ \IC":')C:—~
PRESIDEMNT
ICE OF MANAGEMENT

NTRAL INTELLIGENCE
RESENTATIVE TO TEE

UNITED STATES TRADE REPRESENTATIVE
CHIEF OF STAFF TO THE PRESIDENT

DEPUTY CHIEF OF S

TAFF TO THE PRESIDEL:

CHAIRMAN, JOINT CHIErS Of STArF
DIRECTOR, ARMS CONTROL AXND DISARMAMENT

AGENCY :
DIRECTOR, OFFICE

OF SCIENCE AND TECHMNOLOGY

— o DIRECTOR, FEDERAL BUREAU Or INVESTIGATION

DIRECTOR, NATIONAL SECURITY AGEXNCY

SUBJECT: . National Security Council Strqctﬁre

The President has approved the attached National
Security Decision Directive on Natlonal Security Counc11

struct cure.

FOR T"E PRESIDENT:
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THE WHITZ HOUSZ

WASHINGTOH

NATIONAL SECURITY DECISTION January 12, 1932
DIRECTIVE NUMBER 2 . )

NATIONAY, SECURITY COUNCIL STRUCTURZ

I. National Security Council

The National Security Council (N5C) shall be thz principal
forum’ for consideration of national securityv policy issuszs
raquiring Presidentiael decision.

The functions and responsibilities of the K3C shall be
as set forth in the National Security Act of 1947, as amended.

The NSC shall meet Yegularly. Those heads of D=pa* cments
and Agencies who are not regular members shall participate as |
appropriate, when matters affecting their Departments ox Agencies
are considered. _ -

The Assistant to the President for MNational Security Affairs,
in consultation with the regular members of the NSC, shall be
responsible for developing, coordinating and implenenting
national security policy as approved by me. He shall
determine and publish the agenda of NSC meetings. Ee shall
ensure that the necessary papers are preoared arnd -— except in
unusual circumstances —-- distributed in advance .o’CounCLl menmbers.
He shall staf; and administer the National Security Council.

the President for National Security Affairs, and disseminated

Dec1szon documents shall be prepared by the Assistant to ’
by him after approval by the President.

II. NSC Responsibilities of the Secretary of State B

The Secretary of ‘State is my principal foreign policy
advisor. As such, he is responsible for the formulation of
foreign policy and for the execution of approved policy.

I have assigned to the Secretary of State authority
and responsibility, to the extent permitted by law, for the
overall direction, coordination, and supervision of the
interdepartmental activities incident to: foreign policy
formulation, and the activities of Executive Departments and
Agencies of the United States overseas. Such activities do
not include those of United States military forces operating
in the field under the command of a United States area
military commander, and such other military activities as I
elect, as Commander-in-Chief, to conduct exclusively through
military or other channels. Activities that are internal to
the execution and administration of the approved prcgrams of

FOR OFFICIAL USE ONLY
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nature as to affect significantly the overall US overseas
DroGram in a country Or reglon are not consldered to be
activities covered within the meaning of this Directive.

~ single Department or Agency and wialch arc not of such

The Secretary of State is responsible for preparation
of thos2 papers addressing matters affecting the foreign
policy and foreign relations of tne United States for
consideration by the NSC.
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III. NSC Responsibilities of toe Secr

The Secretary of Defense is QY nrincipal celanse policy
advisor. As such, he is responsible for the formulation of
cenaral defense policy, policy relatad to all metters of
direct and primary concern to the D2partmant of Czfense, and

for the execution of approved policy. The Joint Cniefs of
Staff are the principal military advisors to me, the Secretary
of Da2fense, and the NSC.

I have assigned to the Secretary of Defense authority
and responsibility, to the extent permitted by law, for the
overzll direction, coordination, and supervision of the
interdepartmental activities incident to defense policy
formulation. : A . s . .
The Secretary of Defense is responsible for preparation
"0f thosa papers addressing matters affecting the cefense
policy of the United States for consideration_by the NSC.

IV.. NSC Responsibilities of the Director of Central Intelligence

The Director of Central Intelligence is my principal )
advisor on intelligence matters. As such, he is responsible
for the formulation of intelligence activities, policy, and.
proposals, as set forth in relevant Executive Orders. I have
assigned to the Director of Central Intelligence authority and
responsibility, to the extent permitted by law ané Executive
Order, for the overall direction, coordination, and supervision

of the interdepartmental activities incident to intelligence
matters.

The Director of Central Intelligence is responsible for
the preparation of those papers addressing matters afiecting
the intelligence activities, policy, and proposals of the
United States for consideration by the NSC.

V. Interagency Groups’ -

To assist the NSC at large and its individual members
in fulfilling their responsibilities, interagency groups are
established as described herein. The focus of these lnteragency

FOR OFFICIAL USE ONLY
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is to establish policy objectives, develon policv

Groups
ootions, make appropriate recommendations consider the
implications of agency programs for f{oroiygn oolicy o: Overal)
national security oolicy, and undertahu such. other activities
as may be assigned by the NSC.
A. The Senior Interagency Groun -- For2iga Policy
(SIG-FP)

To advise and assist the NSC in exercising its
2uthority and discharging its resgonsibility for foreign
policy and foreign affairs matters, the SIG-r? is established.
The SIG-FP shall be composed of the Director of Central
intelligence; the Assistant to the President for Xational
Sacurity Affairs; the Deputy Secretary of State (Chalrmen);
the Deputy Secretary of Defense or Under Secretary oI Delense
for Policy; and the Chairman,, Joint Chiefs of Staif.
Representatives of other Departmants and Agencies with
responsibility for specific matters to be considsred will
2ttend on invitation by the Chairman.

When meeting to consider arms control matters, the Group
will be augmented by the Director, Arms Control and Disarmament

Agency.
The SIG-FP will:

1. Ensure that important forelgn _policy issues
- reguiring interagency attention receive full, prompt,
and systematic consideration;

N

2. Deal with interdepartmental matters raised
by any member or referred to it by subordinate inter-
agency groups, or, if such matters require higher-level
consideration, report them to the Secretary of State

" for decision or referral to the NSC;

3. Assure a proper select1v1ty of the foreign
pol;c;/forelgn affairs areas and issues to which the
United States applies its efforts;

4. Monitor the execution of approved policies
and decisions; and

S. Evaluate the adeguacy and effectiveness cf
interdepartmental overseas programs and activities.

A permanent secretariat, composed of personnel of the
State Department augmented as necessary by personnel provided
in response to the Chairman's request by the Departments and
Agencies represented on the SIG-FP, shall be establishec.
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E. The Senior Interagency Group -- Defense Palicy
(SIG-DP)

To advise and assist the NSC in exercising its
authority and discharging its responsibility for defense
policy and defense matters, the SIG-DP is established.

The SIG-D? shall consist of the Director of Central
Intalligence; the Assistant to the President for National
Sacuritv Affairs; the Deputy or an Under Secretary of State;
tha Deouty Secretary of Defense (Chairman); and the Chairman,
Joint Cniefs of Staff. Representatives of other Departments
encies with responsibility for specific matters to be’
ared will attend on invitation by the Chairman.

2N8 &

The SIG-DP will:

1. Ensure that important defense policy issues
requiring interagency attention receive full, prompt,
and systematic consideratior;

2. . Deal with interdepartmental matters raised
by any member-or referred to it by subordinate inter-
agency grouds, or if such matters require higher-level
consideration, report them to the Secretary of.Defensé
for decision or referral to the NSC; and .

3. Monitor the execution of approved policies
and decisions. ’ T

A permanent secretariat, composed of personnel of the
Department of Defense augmented as necessary by personnel
‘provided in response to the Chairman's request by the .. .
Departmants and Agencies repréesented on the SIG-DP, shall
be established. - : : . .

C. The Senior Interagency Group —— Intelligence (SIG-I)

To advise and assist the NSC in exercising its
authority and discharging its responsibility for intelligence
policy and intelligence matters, the SIG-I is established. -
The SIG-I shall consist of Director of Central Intelligence
(Chairman); the Assistant to the President for  National
Security Affairs; the Deputy Secretary of State; the Deputy
Secretary of Defense; and the Chairman, Joint Chiefs of
Staff. Representatives of other De=partments and Agencies
will attend on invitation by the Chairman when such Departments
and agencies have a direct interest in intelligence activities

under consideration.
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When meeting Lo consider sensitive intelligence collectjeon
actovities referred by the Director of Central Intelligence,
ch2 membarship of the Group shall be augmented, as necessary,
ov the nhead of eacn organization within the Intelligence

4

Community directly involved in the activi_y in guestion.
wh2n meeting to consicder counterintelligence activities,
the Croupn shall be aucmented by the Director, Federal Bureau

of Investigation and the Director, Mational Security Agency.

The SIG-I will:

(1) =stablish reinire~ents and oriorities Ior
national forel

gn lntelligenca;

(2) Review such National Foreign Intelligenca
Program and budget proposals and other matters as are
referred to lt by the Director of Central Intelligence;

(3) Review proposals for sensitive forelgn
intelligence collection operations referred by the’
Director of Central Intelligence;

(4) Develop standards and doctrine for the- |
counterintelligence activities of the United States;
resolve 1n;erag=ncy differences concerning the
inmplementation of counterintelligence policy; and.
develop and monitor guldelxnes, consistent with
ayp*lcable law and Executive orders, for the maintenance

.~ of central counterintelligence recoxds;

(5) Consider and approve any counterlntelllgence
actzv;ty referred to the Group by the head of any
organization in the Intelllgence Community;

~(6) Subait to the NSC an overall annual  assessmant
of the relative threat to United States interxests :from
intelligence and security services of foreign powers
and from international terrorist activities, including
an assessment of the effectiveness of the United States

counterintelligence activities;

(7) Conduct an annual review of ongoing sensitive
national foreign intelligence collection operations and
sensitive counterintelligence activities ard report
thereon to the NSC; and

(8) cCarry out such additional coordinatinn review
and approval of intelligence activities as the President

may direct.
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A permanoant cocretariat, compouad of porsenacs of the
Central Intelligence Agency augmentcd as necessaiy Jy
ozrsonnel provided in response ro the Chailrman's request
by the Deparitments ard Agencies representaed on the 53IG-I,
shall b= established. -

D. Regional and Functioneal Intezagency Grouas

To assist the SIG-FP, Interagancy Greuns (IGs)
shall be established by the Secretary of Gtate Ior eech

~ -~

geozraphic region correspording to the jurisdictlion oL the
gecgraphic bureaus in the D2partmaent oL Statz, +O- Political-
Military Affeirs, and for Iatarnational E£ccnonic AZfalrs.
n IG shall be comprised of the Director of Central Intelli-

e; the Assistant to the President for National Security
ffairs; the Chairman, Joint Chiefs of Staff; thre aooropriate
Assistant Secretary of State (Crhairman); and a designated
representative -of the Secretary of Defense. Rec-resentatives
of other Departments and Agencies with responsibility for
specific matters to be considered will attend o= invitation by
the Chairmar. The IG for International Economic Affairs will,
in addition to.the above mexbership, include reprasantatives
of trne Secretary of Treasury, the Secretary of Comnsmerce, and .
the U.S. Trade Representative. .

—~

-
IS

IGs for arms control matters will, in addition to the above -
prembership, include a representative of the Director, Arms '
Control-and Disarmament Agency- Arms control IGs will be
chaired by the representative of the Secretary of State or the
representative  of the Director, Arms Control and Disarmament

Agency in accordance with guidelines to be provided by ) )
the SIG-FP. A - -

To assist the SIG-DP, IGs shall be establisnhed by the
Secretary of Defense corresponding to the functional areas
witnin the Department of Defense. Each IG shall be comprised .
of the appropriate Under or Assistant Secretary of Cefense
(Chzirman); 2 representative of the Secretary of State; the
Director of Central Intelligence; the Assistant to the-
President- for National Security Affairs; and ths Chairman,
Joint Chiefs of Staff. Representatives of other Departments

and Agencies will attend on invitation by the Chairman.

Under and Assistant Secretaries, in their capacities
as Chairmen of the IGs, will assure the adeguacy of United
rates policy in the areas of their responsibility and of
tne plans, programs, resources, ané performance for implementing
that policy. They will be responsible for the conduct of
interagency policy studies within the areas of theix
responsibility for consideration by the SIG.

The Regional IGs also shall prepare continge=ncy olans
pertaining to potential crises in their respective areas of
responsibility. Contingency planning will be concducted in

£FAR GTTICTAT. USZ ONLY
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coordination with the Chairman of tha Political-iilitary

I1G, with the exception of the military response option for
cmployment OFf forces in potential crises, which will remain
the purview of the Deparcment of Dafense and will be

develozad by the Joint Chiefs of steff.

To deal with spacific contingencies, tn2 IGs will establish
full-tim2 working groups. which will provice support to the
crisis managenant oparations of the NSC. These groups will
reflect the institutional membarsnip of the parent body, together
witn suct additional members as may pe reguirecd o respond to
the contingency with the full weight o%f available expartise.

To assist the SIG-I, 1Gs shall be established by the
pirector of Central Intelligence. The IG for Counter-
intelligence shall consist of representatives of the Secretary
of State; Secretary of Dafense; the Director of Central
Intelligence; the Directoxr, Federal Bureau of Investigation;
the Assistant to the President for National Security nffairs;
Chairman, Joint Chiefs of Staff; the Directorx, National
Security Agency: and .a representative of the head of any other
Intelligence Comrmmunity organization directly involved in the
activities under discussion. The IG for Counterintelligence -
will be under the chairmanship of the representative of the
Directoxr of Central Intelligence Or the Director, Federal
Bureau .of Tnvestigation in accordance with guidelines to be

provided by the SIG-I.

' The operational responsibility or authority of a Secretary
or other Agency head over personnel from the Department or.
Agency concerned serving on iGs —-- including the authority -
to give nacessary guidance to the representatives in the . -
perZormance of IG duties -~ js not limited by this pirective.

6istribution: '
A, D
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ORGANIZATIONAL CHART OF THE INTELLIGENCE COMMUNITY

i PRESIDENT ‘

e
o - CHAIRMAN: [DCI )
SIG - I MEMBERS:  NAT'L SEC AV TO PRES Athen ooy e
- ' DEP SEC STATE Dusp/p (Lhem ol
DEP SEC DEFENSE -
CHAIRMAN JOINT CHIEFS OF STAFF
DIR FBI WHEN COUNTERINTELLIGENCE
DIR NSA ISSUES ARE DISCUSSED.
CHAIR: DIR FBI CHAIR: DEPSECDEF ‘ l
16/C1 1G/CM
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